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Abstract
The global healthcare system currently undergoes significant challenges that negatively affect patient experience such as 
the rising costs of healthcare, the manual processes of traditional healthcare that leads to wastage of time and increases 
waiting time for sick patients, limited number of healthcare practitioners and doctors, and the rising incidents of chronic 
diseases underwhelming the capacity of healthcare organisations globally. While efforts are currently underway to address 
these challenges, reports predict the increasing impact of these challenges in the future. However, as current applications of 
AI in healthcare have shown, the integration of AI algorithms in healthcare practices has the potential to drastically address 
these challenges in a manner that will positively increase the overall experience of patients in global healthcare systems. The 
primary aim of the research is to examine the current landscape of AI integration in healthcare and possible pathway for the 
future. Using systematic literature review, it examines scholarly literatures from reputable journals and databases. The research 
finds that while there are ethical and integration challenges plaguing the application of AI in healthcare, AI technologies are 
currently being used in different facets of healthcare such as imaging, diagnostics, predictive analytics, and recommendations. 
The research recommends the training of healthcare practitioners and doctors on the mechanisms of AI, the creation of uniform 
regulations and regulatory agencies to create standards in the industry, and strict adherence to ethical guidelines before 
applying AI to healthcare.
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1. Introduction
Globally, healthcare systems are facing systematic obstacles 
that challenge their ability to effectively advance health 
of the population, improve patients’ experience and 
significantly reduce the rising costs of effective healthcare 
[1-3]. Among other things, factors such as, increasing burden 
of chronic ailments, ageing population are highlighted as one 
of the most crucial systemic challenges facing governments 
globally. While healthcare systems around the world had 
struggled to provide optimum care experience for their 
ageing and sick population, the pandemic exacerbated these 
challenges and exposed the critical incapability of existing 
healthcare frameworks to cater for the evolving nature of 
healthcare risks and ailments. For example, the World Health 

Organisation estimates that by 2030, there will be 18 million 
fewer healthcare professionals and 5 million fewer doctors 
than the world requires [4]. Such shortage is expected to be 
particularly worse in developing countries. 

The grim potential of healthcare systems around the world 
highlights the importance of the integration of technology 
into the fabrics of these systems. This is particularly so as 
the technology of Artificial Intelligence (AI) and the promise 
it holds show the promising future of healthcare if combined 
with technology. For example, the increasing competence of 
cloud computing is enabling the smooth integration of AI 
technologies into traditional healthcare frameworks [5]. A 
practical example in this context is the current capacity of 
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cloud computing to process large datasets in record time 
and with lower costs as against the traditional systems of 
healthcare which require more time and higher costs. In 
fact, there is an increasing number of technology providers 
entering into partnerships with healthcare organisations to 
utilise AI-powered models supported by cloud computing 
to drive medical innovation and transformation [6]. This is 
just a single use case of the transformative power of AI if 
integrated in healthcare systems. 

Generally, AI is revolutionising the frameworks and systems of 
healthcare globally through innovative technologies such as 
precise diagnostics, personalised treatment plans, predictive 
analytics among others. However, while the technology of 
AI holds the promise for transforming healthcare system 
and subduing impending challenges in the system, it also 
runs the risk of ethical violation of certain patient rights 
if not applied and managed properly. Unlike other utilities 
of AI technologies, its use in healthcare presents potential 
issues and challenges such as, data privacy, fairness, 
accountability, trust among others. This is particularly due 
to the requirement of AI models to make use of personal 
health information of patients to train its algorithm [7]. 
Hence, there is the risk of exposure of sensitive patient 
data and the safety of patients if ethical considerations are 
not highlighted and integrated in the entire process. These 
ethical issues highlight the importance of developing a broad 
ethical framework to guide the integration of AI technologies 
into healthcare systems globally [8]. In fact, with the rapid 
growth and sophistication of AI technologies and models, 
ethical considerations and frameworks have become rather 
urgent and of high necessity.
 
This article is a systematic interrogation of the role of AI 
in transforming healthcare systems globally. It explores 
the concept of AI, its technologies and current applications 
in healthcare. It also examines ethical considerations in 
the implementation of AI in healthcare and other related 
issues. Furthermore, it interrogates how AI is currently 
being integrated in healthcare systems and the potential for 
growth. Moreover, the article highlights the current impact 
of AI integration in healthcare systems globally. The aim is 
to achieve a pedantic and thorough appreciation of the topic 

with the intent to educate and inform. 

2. Material and Methods
This article employed the systematic approach of literature 
to examine the transformational role of AI in healthcare 
systems. The search strategy encompassed a pedantic 
examination of electronic databases, including IEEE, 
PubMed, Scopus, Google Scholar, and Embase, utilising the 
combination of key search terms. The combined key search 
terms include, “artificial intelligence,” “AI,” “healthcare,” 
“AI AND transformational healthcare,” “AI AND healthcare 
systems” among others. The Boolean strategy (AND, OR) 
were utilised to tailor the search strategy in order to make 
sure it is within the objectives of this research. The inclusion 
criteria encompassed peer-reviewed articles published in 
English between 2014 and 2025, with a specific focus on 
the application of AI in healthcare and its challenges. This 
timeframe was chosen for this research as it marked the era 
in which AI received significant adoption and application in 
healthcare. It also witnessed the emergence of recent issues 
surrounding the integration of AI in healthcare. Thus, it is 
important that this timeframe is particularly focused on. 
The articles were screened based on their relevance to this 
research such as the meaning of AI, its current application 
in healthcare, ethical issues surrounding this application, 
and integration challenges faced in the application of AI in 
healthcare. The exclusion criteria were relevant articles 
which were published before 2014, non-peer-reviewed 
articles, and those which are not relevant to the objectives of 
this research. The systematic search strategy yielded a total 
of 400 articles across the selected electronic databases, as 
follows. PubMed: 100 articles; Scopus: 80 articles; Google 
Scholar: 100 articles; IEEE: 60 articles; Embase: 60 articles. 
After initial screening of the articles based on the relevance 
of the titles and abstracts of the articles, those that met the 
inclusion criteria of this research were subjected to full-text 
review. Across all the electronic databases, a total of 200 
articles were screened, which resulted in the exclusion of 
100 articles based on predefined criteria. Subsequently, the 
remaining 100 articles were subjected to full-text review. 
Through a pedantic review process, 83 peer-reviewed 
articles that are directly relevant to the different facets of 
this discourse were selected.
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3. Discussion
3.1 Overview of AI in Healthcare
3.1.1 The Concept of AI and its Types
AI simply refers to the systematic process or science of 
developing intelligent machines [9]. These machines are 
developed through trained datasets or algorithms to think 
and act like humans for the purposes of learning and 
problem solving [9]. AI systems are built to be proactive 
rather than reactive as they anticipate problems based on 
existing datasets and they provide intelligent solutions 
to those problems [10]. The core of AI’s abilities and its 
strength lies in its capacity to learn from existing datasets 
and make accurate predictions [11]. A practical example is 
the ability of AI to accurately predict or diagnose the medical 
issue of a patient based on the medical history of such 
patient. Its key advantage also lies in its ability to be dynamic 
yet adaptable, constantly learning from available datasets 
thereby constantly reinventing its relevance [12]. While AI 
has emerged has an emerged as an umbrella for various 
futuristic and smart technical models, it is made of different 
technologies which can be considered as its subfields. 
They include the following: Machine Learning (ML), Deep 
Learning (DL), and Natural Language Processing (NLP). ML 
simply refers to the study of algorithms that allow computer 
programmes to automatically improve their experience 
[13]. ML is further divided into ‘supervised,’ ‘unsupervised’ 
and ‘reinforcement learning’ (RL). There is also further 
research on the possibility of further dividing ML into ‘semi-
supervised,’ ‘self-supervised’ and ‘multi-instance’ (ML). 

It has been explained that supervised learning utilises 
labelled data for find solutions to problems [14]. A practical 

example in the context of healthcare is utilising labelled 
X-ray images of commonly recognised tumours to detect 
tumours in new images. On the other hand, unsupervised 
learning extracts information from data without labels [15]. 
An example under this context is the grouping of patients 
with common symptoms in order to detect a probable cause. 
In reinforcement leaning, computational agents learn by trial 
and error, or by expert demonstration. The algorithm learns 
by developing a strategy to maximise rewards. However, 
deep learning is a class of algorithms that learns by using 
a large, many-layered collection of connected processes and 
exposing these processors to a vast set of examples [16]. 
Deep learning is the most used form of AI currently with the 
technology transforming everyday things such as images and 
speech recognition [17]. For natural language processing 
(NLP), it helps AI systems to generate and interpret 
human language, with its use in healthcare ranging from 
clinical documentation, chatbot-based symptom checkers, 
and extraction of relevant information from electronic 
health records [18]. Overall, the use of these AI systems 
in healthcare include: ML for predictive analytics, DL for 
advanced image recognition in diagnostics, and NLP for the 
extraction of relevant information from raw medical data 
and the automation of decision-making in patient care [19]. 
Altogether, these systems are geared towards improving 
patient experience, saving costs, and time.
 
3.2 Current Applications of AI in Healthcare
AI systems are currently employed in healthcare to drive 
transformation and innovation in patient care. While this 
section of the article highlights certain current use cases of 
AI in healthcare, it is important to note that the list is not 
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exhaustive as the use cases continue to expand and accelerate 
every day. These use cases transcend beyond physical health 
into mental health. They include the following.

3.3 Precision Diagnostics (Diagnostic Imaging)
One of the most common representations of AI in healthcare 
currently is the development of automated classified medical 
images. An instant example is the recent finding that 58% and 
53% of AI/ML-based medical devices approved in the United 
States of America (USA) and Europe respectively between 
2015 and 2020, were for radiological purpose [20]. Recent 
studies predict that AI’s ability to produce image-based 
diagnoses will soon outpace that of human experts with 
considerable years of experience and specific expertise in the 
process [21]. It has also been highlighted that the ability of AI 
systems to produce these image-based diagnoses cut across 
diverse medical areas such as, pneumonia in radiology (an 
AI-system trained with labelled frontal chest X-ray images 
was found to outpace the performance of expert radiologists 
in detecting pneumonia) [22], dermatology (an AI system 
trained with clinical images was found to classify skin 
lesions accurately) [23], cardiology (an AI system trained 
was found to diagnose heart attack with such accuracy that 
is comparable to the best cardiologists) [24] among others. 
There are more applications of AI in diagnostic imaging 
undergoing research with its accuracy being tested. The 
current applications highlighted above are just miniscule to 
what is currently obtainable in the field intersecting AI and 
healthcare. 

3.4 Diabetic Retinopathy Screening
The primary method of avoiding loss of vision as caused 
by diabetes is early detection and treatment of diabetic 
retinopathy. However, in order to detect this ailment, an 
individual must undergo screening which has been noted 
as particularly expensive due to the limited number of 
persons with expertise in eye care vis-à-vis the growing 
number of persons with diabetes [25]. Thus, the screening 
process requires significant among of money due to the high 
demand from diabetic patients, yet low supply of eye care 
professionals. However, recent researches and clinical testing 
on the integration of AI in the screening and detection of 
diabetic retinopathy have found positive performance from 
the technology with significantly lower costs compared to 
traditional screening [26]. Furthermore, the Food and Drug 
Administration of the USA recently approved an AI system, 
“IDx-DR’ which was found to demonstrate 87% sensitivity 
and 90% specificity in detecting over 50% mild diabetic 
retinopathy [6]. 

3.5 Improving Precision and Reducing Waiting Timings 
for Radiotherapy Planning
A fundamental use case of AI currently is its application 
for image preparation and planning tasks for healthcare 
professionals involved in radiotherapy cancer treatment. 
Traditionally processes involved in the image preparation 
requires extended amount of time with laborious work 
demanded of an oncologist who makes use of uniquely 
designed software to draw contours around the regions of 
interest [27]. However, recent tests show that the application 

of AI in this process reduces time wastage by 90% [28]. The 
implication of this is the reduction of waiting times as is the 
case in traditional healthcare. Such reduction in the waiting 
time could prove important to saving a patient’s life. 

3.6 AI-supported Drug Discovery
Clinical researches have highlighted that AI is transforming 
the processes of clinical trial design and optimisation of 
drug manufacturing processes [29]. A frequently highlighted 
example is the recent announcements by DeepMind and 
AlphaFold, which highlights the development of AI systems 
that understand disease processes better, predict protein 
structures and develop more targeted therapeutics [30]. 

3.7 Virtual Assistants and AI Chatbots
AI-powered chatbots are driving improved patient experience 
in healthcare. Chatbots such as Babylon and Ada are 
increasingly being employed by patients to identify diseases 
through symptoms and recommend further medical actions 
[6]. These chatbots are transforming the frameworks and 
systems of primary and community medicine. Furthermore, 
technology companies are integrating these AI chatbots 
into wearable devices to provide instant medical insights to 
patients and caregivers with the overall aim of improving 
their experience and cutting medical costs [6]. 

3.8 Ambient and Intelligent Care
There is currently an emergence of AI-driven technologies 
which are driving ambient and intelligent care in the 
healthcare industry. A current example is Emerald, a wireless, 
touchless sensor and ML platform for remotely monitoring 
sleep, breathing and behaviour [6]. There is also Google 
Nest, which is built to monitor sleep using motion and sound 
sensors [31]. Furthermore, there is also increasing interest 
in the development smart speakers which employ the 
technology of AI to monitor heart rhythms without contact 
[32]. Altogether, these AI systems and their use cases target 
the improvement of population health, improved patient 
experience, and reduction of medical costs. The aim is to 
flatten the scope of difficulties that could potential arrest 
the development healthcare systems globally. While there 
has been significant improvement in the past decade as to 
the development of AI systems and their integration into 
health systems, more of these systems are being tested and 
are being rolled out if approved. However, although, such 
technological development vis-à-vis healthcare systems 
should be applauded, there has been call for caution to 
the full implementation of these technologies due to the 
potential risks and dangers AI represents in healthcare. One 
of such risks is the issue of data privacy and confidentiality 
of sensitive health information of patients. The next section 
of this article critically assesses these issues with a balance 
to highlighting the need for balance in the integration of AI 
in healthcare systems. 

3.9 Ethical Considerations
In order to holistically examine ethical considerations in AI 
as it concerns healthcare systems, the following issues are 
examined.
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4. Data Privacy and Patient Protection
One of the primary ethical concerns in the integration of AI 
in healthcare systems is the protection sensitive medical 
data and safeguard of the patient from violation of right to 
confidentiality. Due to the nature of the industry, healthcare 
systems are given access to large amount of medical data and 
information belonging to patients. On the other hand, AI is 
powered by access to these medical data and information 
held by healthcare systems in order to train and validate 
their systems. However, overtime, concerns emerged as 
to whether this access to sensitive patient data breaches 
data privacy and confidential rights of the patients [18]. 
In fact, these concerns transcend beyond mere access to 
these sensitive data but encompasses whether the data are 
being used and handled responsibly. In compliance with 
the provisions of legal frameworks on data protection such 
as the General Data Protection Regulation (GDPR) of the 
European Union (EU) and similar legal frameworks in other 
jurisdictions, health organisations are mandated to ensure 
that data of patients are collected, stored, and processed 
with utmost care and responsibility. These legal frameworks 
on data protection also provide that data must be collected 
unless when authorised and failure to do so results in 
violation of the right of the patient’s confidentiality, potential 
crime of identity theft, or breach of the patient’s autonomy 
[33]. These violations have serious consequences against a 
healthcare organisation or data processor found culpable. 

However, in order to address these concerns, stakeholders 
involved in the integration of AI in healthcare are advised 
to implement strong data security protocols and rails 
that protect patient data from the acquisition phase to 
the storage and algorithm and deployment phase [34]. 
Healthcare organisations are also encouraged to adopt 
data minimisation and anonymisation strategies in order to 
reduce the exposure of sensitive patient data and to avoid 
the ethical risks associated with AI integration [34]. Also, 
healthcare organisations are mandated to comply with the 
provisions of legal frameworks on data protection such as 
the GDPR and other legal frameworks in other jurisdictions 
that mandate the protection of data privacy and patient 
confidentiality. These legal frameworks are possessed 
with legal and ethical guidelines on how to collect the 
data of persons (patients in this case), how to store them, 
and use them. Failure to abide to these frameworks is met 
with stringent penalties. Furthermore, the importance of 
transparency is highlighted. In addition to compliance with 
established legal frameworks on data protection, health 
organisations are encouraged to be transparent to patients 
on the use of their personal data for training AI algorithms. 
Specifically, health organisations have the responsibility to 
provide adequate information to the patients on how their 
data will be used or handled, potential risks involved in the 
entire process, and protective frameworks that have been 
established and adhered to for safeguarding their data [35]. 

4.1 Algorithmic Bias and Fairness
Algorithmic bias and its implication on fairness is another 
fundamental ethical consideration that concerns the 
application of AI in healthcare. The nature of AI and the 

processes involved in its training makes it prone to the 
following bias: race, sex, political ideologies, socio-economic 
status among others. In the context of healthcare, such 
bias might be stem from improper training of datasets 
that consequently fail to adequately represent diversity or 
nuances in the patient population used as datasets [36]. 
Algorithmic bias of AI systems poses significant ethical 
risks in healthcare as it can lead to divergences in diagnosis, 
treatment, and outcomes among different patient groups 
[37]. A practical example in the context of this research is 
where data collected from a particular patient group in 
order to train AI algorithm is unrepresentative of other 
predominantly unrepresented populations. In such an 
instance, the AI systems will be prone to misdiagnoses and 
bias against the unrepresented populations. This is the same 
with predictive AI systems trained with socio-economic 
datasets of targeted populations to the detriment of other 
unrepresented groups, which might lead to disparities in 
access to care or resource allocations [38]. Such bias further 
worsens the gap sought to be closed between populations in 
accessing healthcare services. 

It is important to note that if left unfettered, algorithmic 
bias has the potential to violate the important principles 
of fairness, justice, and equity in healthcare [39]. Such 
act will only further worsen systemic discrimination and 
disregard to marginalised groups and populations that is 
already prevalent in traditional healthcare systems. Hence, 
the implications of algorithmic bias is not just nestled 
in the individual disregard it perpetuates, but also its 
broader implications in the society such as, inequality, lack 
of fairness, systemic discrimination among others [40]. 
However, in order to reduce the incidents of algorithmic bias 
in the development of AI systems, a multi-headed approach 
is required. First, healthcare organisation must ensure that 
its available datasets are representative of every group and 
population under it. This means that the training datasets 
in which it makes available for developing AI systems must 
be adequately representative of different socio-economic 
background, race, culture among others [41]. This entails 
intentionally accessing datasets that are historically 
underrepresented, promoting inclusivity in the datasets it 
seeks to be used for training AI models, and utilising data 
augmentation and techniques to address imbalances [42]. 

However, healthcare organisations are not saddled with the 
sole responsibility to avoid this bias. Algorithm developers 
also have important role to play by employing algorithm 
fairness strategies to identify and reduce potential biases in 
AI models. These fairness strategies include the following: 
fairness-aware training algorithms, such as demographic 
parity or equalised odds, whose primary goal is to enhance 
the performance of fairness in models, and post-processing 
methods, which adjust model outputs to reduce disparate 
impacts on different groups [41]. Furthermore, algorithm 
developers are also encouraged to incorporate techniques 
that can identify and highlight bias in algorithmic decision-
making. These strategies are important to identify the origin 
of biases and how they can be handled when developing AI 
algorithms. Furthermore, it is also important that frequent 
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audits and examination of AI algorithms are carried out in 
order to observe and potentially identify discrimination 
in healthcare outcomes. This is essential to ensuring that 
these algorithms operate without biasness over time. Hence, 
it is also important that healthcare organisations employ 
ongoing monitoring systems that will ensure fairness of AI 
models being applied to healthcare systems. For example, 
a multidisciplinary team consisting of data scientists, 
healthcare professionals, and ethical experts could be 
set up by healthcare organisations to AI algorithms for 
possible bias and integrate correction actions [39]. These 
ongoing observation strategies are important for healthcare 
organisations to implement as they have a responsibility 
to uphold the principles of fairness, justice, equity, and 
non-discrimination. Also, the implementation of these 
strategies promotes inclusivity in the healthcare system 
which further fosters mutual trust and respect between 
patients and healthcare professionals. This is essential to 
not just addressing bias in AI algorithms but improving the 
experience of patients as they interact with the healthcare 
system. 

4.2 Transparency and Accountability
In order to create trust and accountability in the healthcare 
system, practices must be seen to be transparent and 
explainable. This principle also holds true in the interaction 
of healthcare systems with AI, as the system and operations 
of the latter must be transparent in order to foster mutual 
trust between stakeholders involved in the entire process. 
The opaqueness and complexity of AI systems might 
complicate mutual trust between healthcare providers and 
AI developers as the former may struggle to understand 
the mechanisms involved in the operations of AI. Such 
struggle to comprehend the mechanisms of AI might create 
distrust among healthcare providers and water-down their 
excitement at integrating AI in healthcare systems [43]. 
Transparency and accountability are important concepts in 
healthcare. They ensure that vital information is open and 
accessible so as to inform decision-making. These concepts 
also drive interaction between healthcare providers and 
patients. This also holds true in the interaction between 
healthcare providers and AI developers as important 
information about AI systems and algorithms must be open 
and accessible for the former in order to aid their decision-
making. Transparency and accountability are important in 
the relationship between healthcare and AI algorithms as 
it is determining factor for healthcare providers to trust the 
diagnoses and predictive analytics of these algorithms [44]. 

In order to foster transparency and accountability in the 
implementation of AI systems in healthcare, it has been 
suggested that the outcome and recommendations of 
these systems are interpretable and explainable to the 
healthcare providers [45]. A fundamental way to doing this 
is to employ model interpretability techniques that give 
broad explanations and interpretations to components 
of AI algorithmic predictions. Model interpretability 
techniques such as, feature importance analysis, partial 
dependence plots, and local interpretable model-agnostic 
explanations (LIME) have been suggested as they can help 

inform healthcare providers on AI algorithms arrive at 
health-based decisions [46]. However, the responsibility to 
providing transparency and accountability does not only 
lie with AI developers. Healthcare organisations also have 
important role to play as they can prepare and provide 
transparency reports that detail the entire chain of AI models 
implementing in its systems. The following information are 
expected to be found in such reports: datasets used to train 
the AI algorithms, algorithmic architecture and parameters, 
performance metrics, and potential limitations or caveats 
associated with algorithmic predictions [47]. Through 
such actions highlighting transparency and accountability, 
healthcare organisations can drive public confidence on the 
predictive analytics and recommendations of AI algorithms it 
implements. Furthermore, it is important that these reports, 
information, and even AI recommendations are disseminated 
in non-technical terms. This is important as healthcare 
providers and patients alike may not have the expertise or 
knowledge to interpret technical terms of AI algorithms. 
Hence, to boost trust and empower critical stakeholders in 
this context to interrogate the recommendations and results 
of AI algorithms, it is important that the language of AI 
predictions, its recommendations, and AI reports provided 
by healthcare organisations are disseminated and presented 
in non-technical language [48]. Thus, transparency and 
accountability in this context is a critical ethical consideration 
as the healthcare providers and patients are entitled to be 
adequately informed of the mechanisms of AI algorithms, its 
outcomes and recommendations in a manner that is open, 
accessible, and interpretable so as to inform critical personal 
decisions. 

4.3 Autonomy and Informed Consent
Informed consent is the systematic communication between 
patients and healthcare providers in a manner that informs 
personal decision by the patient [49]. It includes concepts 
such as, capacity to make decisions, competency, ethical 
disclosure among others. Healthcare providers have ethical 
obligations to respect patients’ right to be adequately 
informed of their health status, their diagnoses, treatment 
process, therapeutic success, test results, costs, and other 
vital information regarding their health [50]. Consequently, 
the informed consent of a patient must be gotten before any 
decision is made on any part that concerns the patient’s 
health. A patient reserves the autonomy to make any decision 
that affects his/her health [51]. However, concerns about the 
autonomy of patients and their right to informed consent 
have increased with the rise of AI. In the case of healthcare 
and AI implementation, it is important to determine whether 
a patient consents to using AI in his/her treatment as is in 
line with the principle of autonomy. It has been highlighted 
that a patient may not want to be subjected to AI-assisted 
treatment or care and in such situation the autonomy of a 
patient must be respected [52]. Hence, healthcare providers 
are required to provide adequate information to a patient on 
the mechanisms of AI-assisted care and allow such patient 
to decide whether or not to allow the use of AI algorithms in 
his/her treatment. In this regard, healthcare providers are 
expected to intimate the patients on the following: treatment 
process, the risks of screening and imaging, data capture 
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anomalies, programming errors, privacy of their data and 
access control, strategies adopted for protecting genetic 
information obtained from the patients among other things 
[8]. Thus, patients can choose whether to allow AI-assisted 
treatment or not as it is within their right to do so. 

4.4 Integration Challenges
This section of the article explores factors that pose as 
challenges to the successful integration of AI into healthcare 
systems. While some of these factors border on ethical issues, 
others are legal challenges and socio-cultural limitations. 
The next sub-sections critically interrogate these factors 
with the aim of informing change. 

4.5 Ethical Issues
4.5.1 Data Ethics
As highlighted in the earlier sections of this article, data 
is the lifeblood of the development of AI algorithms. 
However, AI systems and their development are limited by 
the fundamental principles in healthcare such as informed 
consent, privacy and data protection, transparency, 
accountability among others. In order to successfully develop 
AI algorithms and models for healthcare systems, the data 
of patients (under the custody of healthcare providers) are 
needed to train these algorithms and models [53]. However, 
question as to who owns the patients’ data have arisen with 
different jurisdictions such as Canada establishing through 
recent regulations that the data is owned by patients 
but that healthcare providers are custodians of the data 
[54]. Nevertheless, healthcare providers are increasingly 
providing access to these patients’ health data in return 
for monetary compensation as evidenced in the recent 
transaction between the Royal Free London Foundation 
Trust and DeepMind [55]. 

Hence, recent events suggest that the development of AI 
algorithms for the healthcare industry has multi-layered 
safeguards that complicates the seamless interaction 
between both industries. These include: patient data 
protection rights, legal restrictions, and the guardianship 
of patients’ medical data by healthcare providers which 
could prove expensive to navigate [56]. AI developers are 
reminded of the importance of navigating these restrictions 
within established legal and regulatory frameworks else 
they are subjected to significant consequences. 

4.6 The Question of Fairness
As discussed in the earlier parts of this article, the question 
of fairness in the predictive analytics, recommendations, and 
outcomes of AI algorithms are important issues potentially 
limiting the adoption of AI in healthcare. It has been argued 
that this is a potent factor working against the mass adoption 
of AI in healthcare systems globally as datasets regardless 
of the rigour invested in accessing them are prone to bias 
to a certain extent based on gender, sexual orientation, race, 
sociologic, environmental, or economic factors [57]. Such 
element of bias is more pronounced in AI as the development 
of its algorithms is dependent on pre-existing datasets. 
More importantly, these pre-existing or available data have 
been found to be biased showing inequality in healthcare as 

they suppress the medical data of historically marginalised 
populations [58]. A recent example is a study which 
highlighted that healthcare providers and professionals in 
the USA may have neglected the positive results of African 
Americans as they wrongly assumed that the model’s 
positive predictive value for African Americans was low 
[58]. However, it was further found that the low positive 
rate was a consequence of the few African Americans who 
availed themselves to be participants in the initial research, 
therefore the possibility of false-positive results was high 
[58]. Also, there is the possibility of unjust discrimination 
by healthcare providers against certain category of 
persons [59]. Such marginalisation and discriminatory 
practices are consequently part of the datasets in which AI 
algorithms are trained with and it may pose certain risks 
to marginalised patients receiving AI-assisted care [60]. 
Another practical example is residents of rural areas in 
underdeveloped countries who have little to no access to 
established healthcare providers that are data pipelines to 
AI developers. In such instance, the AI algorithms are trained 
with potential bias against individuals from lower socio-
economic backgrounds and even races. 

4.7 The Challenge of Interpretability
The integration of AI to healthcare systems engenders the 
emergence of diverse challenges to clinicians [61]. While the 
efficiency of AI systems cannot be denied, a clinician under 
ethical obligation is better suited to make difficult practice 
decisions when necessary [62]. On the other hand, AI systems 
are prone to rely on bias findings when posed with making 
critical decisions. A practical example of a biased based-
error of an AI system was where it categorised patients with 
pneumonia alone as high-risk while mistakenly categorising 
those with pneumonia and asthma as low-risk regardless 
of the fact that asthma exacerbates health risks in patients 
with pneumonia [63]. Also, there is the rising difficulty 
presented by the inability of clinicians to understand and 
explain the mechanisms of AI algorithms [64]. This is a 
fundamental challenge as the clinicians are not just passive 
users of these AI algorithms but are considered guardians 
of the machine [65]. Thus, regardless of whether a patient 
is subjected to AI-assisted care or not, the outcomes and 
recommendations are assumed to be certified by clinicians 
and they are consequently liable for the patient’s experience 
[66]. The inability or difficulty to understand and interpret 
the mechanisms of AI algorithms poses ethical challenges 
to the clinicians as they are expected to be transparent 
and accountable in their relations with patients so as to 
drive informed consent on the part of the patient [67]. It 
is suggested that such difficulty pose the challenge of AI 
adoption by the clinicians as they might be forced not to 
subject themselves to unethical practices. 

4.8 Legal Challenges
The qualification for licensed practice and employment 
of healthcare professionals are usually strict due to the 
nature of the job. They are also expected to be subjected 
to a set of codes that established ethical guidelines and 
behaviours expected of a healthcare professional. However, 
while the profession is strictly guided by these codes and 
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its professionals are prohibited from deviating from their 
tenets, there is currently no unified code or regulation 
established for governing the conduct of healthcare 
professionals in the application of AI [68]. With the rapid 
growth of AI and its increasing application in healthcare, 
the urgency of the development of a unified code of conduct 
as it involves the implementation of AI in healthcare cannot 
be overemphasised. However, it has been contended that 
the development of an AI code of conduct in healthcare 
practice must not be left to be the sole decision of lawyers 
or legislators, but must include AI developers with specific 
focus on developing algorithms for healthcare use [69]. Also, 
it is suggested that such code or regulation must specifically 
allocate proportion of faults among stakeholders involved in 
the development and implementation of these AI algorithms – 
that is, AI developers, manufacturers, users, and maintainers 
[70]. Furthermore, there is the need to review and update 
data privacy laws as current innovations in AI development 
outpace the provisions of current laws on data protection 
and privacy [71]. An example is the incompatibility of data 
protection laws previously considered to be progressive such 
as the HIPPA Act 1996 of the USA, which no longer serves 
current issues in the interaction between healthcare and 
AI [72]. Moreover, there is the issue of a lack of a globally-
recognised regulatory agency that provides guidelines and 
standardisations for the application of AI algorithms in 
healthcare. This is has led to the launch and approval of AI 
algorithms prone with faults and largely untested. A recent 
example is the NHS 111, a children’s intelligent inquiry 
AI app supported by Babylon, which was approved by the 
Medicines and Healthcare products Regulatory Agency in 
the UK without thorough clinical testing on its efficacy and 
safety [73]. 

5. Issues Regarding Security
5.1 Hardware Security
AI products are dependent on electronic products such 
as computers, mobile phones, wearables among others to 
optimally perform their functions. However, such dependence 
raises important issues bordering on security. For example, it 
has been argued that while some of these electronic products 
are adequately secured, they are impacted by other factors 
such as cost, temperature variations, and electromagnetic 
interference [74]. Moreover, in the case of AI application in 
healthcare, it has been highlighted that clinicians currently 
lack practical expertise and knowledge in information 
technology and this makes it difficult for them to adequately 
operate multiple electronic products integrated with AI [75]. 
Furthermore, there is the issue of AI network security. The AI 
network security and its key nodes as currently structured 
have been emphasised to be subject to attacks that can send 
spiraling damages globally especially in sectors in which AI 
is being applied [76]. 

5.2 Software Security
Recent researches have shown that algorithm programmes 
regardless of their seeming protective frameworks are still 
subject to successful attacks [77]. Such attacks have the 
potential of undermining the performance or functions of 
AI systems globally. As recent researches have shown, the 

sabotage of an AI algorithm by external can potentially affect 
the entire formative processes of such algorithm, exposing 
its datasets and architecture [78]. This is a significant 
concern as to the actual safety of datasets used by AI systems 
for the training of their algorithms. More worryingly, it has 
been found that such attacks can occur even if external 
actors are bereft of the knowledge of internal mechanisms of 
a targeted AI system [79]. Some of the implications of such 
attacks are that the original algorithm will gradually deviate 
from appropriate directions [80], missing data [81], and 
autonomous update errors [82]. 

5.3 Difficulty in Protecting Human Genetic Resources
While human genetic resources are fundamental to medical 
diagnoses processes and treatment, its application outside 
established frameworks presents dangerous outcome for 
humans. For example, the Ministry of National Defence of 
the People’s Republic of China reported the existence of 
a biological weapon termed the “gene weapon,” which is 
composed of bacteria, insects, and other microorganisms 
containing disease-causing genes which underwent genetic 
engineering modifications with catastrophic effects if 
deployed in warfare [56]. Additionally, it has been reported 
that there is the possibility of genetic mutation of specific 
ethnic groups if their genetic characteristics are studied 
[56]. These highlight the importance and urgency of 
protecting human genetic resources. Such importance and 
urgency are particularly amplified by the storage of genetic 
results of humans by healthcare organisations when people 
undergo genetic tests for diagnoses and treatment. Hence, 
there is the risk of these genetic results or the genetic data 
of patients becoming exposed if accessed by the wrong 
persons. This also poses significant risks to the adoption 
and integration of AI as the trust deficit around access and 
handling of patients’ data become increasingly widened due 
to recent development surrounding how these resources 
are being used. Nevertheless, tightening legal frameworks 
on data privacy, especially as it concerns collection, storage, 
and transmission can help mitigate the incidences of genetic 
mutations and data violation. 

5.4 Public Adoption
While there is a growing sensitization of the public on the 
capacity of AI algorithms and their potentials in transforming 
the traditional healthcare industry and practices as currently 
set up, there is still a gnawing trust deficit on both healthcare 
practitioners and patients on the actual impact of these 
algorithms and whether their mechanisms and outcomes 
can be trusted. In fact, patients still tend to trust the 
recommendations of healthcare practitioners and doctors 
more over machines regardless of the level of their accuracy. 
This might be due to the physical interaction involved in the 
healthcare relationship between healthcare practitioners 
and patients. Also, as this research has shown, there is still a 
significant deficit of knowledge and expertise on the part of 
healthcare practitioners on how AI algorithms work and the 
interpretability of their results. Such deficiency will further 
stifle the growth of public adoption of AI-assisted healthcare 
as the supposed “guardians” of these machines are still bereft 
of the mechanisms of their operations. Moreover, healthcare 
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practitioners in developing countries are still skeptical of the 
use of the AI in healthcare, as they fear that these machines 
might take-over their jobs in the nearest future [83]. 

6. Conclusion
AI is leading transformation in different industries and 
sectors across the globe. Its impact is also particularly 
seen in the healthcare sector as different AI-supported 
innovations are driving efficiency in predictive analytics, 
diagnoses, and recommendations in clinical practice. 
Through the instrumentality of AI-supported technologies, 
healthcare practice across the globe is improving the 
experience of patients and obliterating systemic challenges 
that threatened the future of global healthcare. For example, 
although healthcare reports estimate that there will be a 
significant shortage of healthcare practitioners and doctors 
as compared to the increasing number of patients with 
chronic ailments in the coming years, the advent of AI-
supported technologies and AI-assisted care ensures possible 
balance in healthcare demand and supply in the future. Also, 
the integration of AI into healthcare practice among other 
things ensure the reduction of time needed for diagnoses 
and recommendations cutting down wait times and queues 
in hospitals and potentially saving lives. Its impact on 
healthcare costs is also significant as it is shown that the 
adoption of AI in healthcare can significantly reduce the 
burden of costs on patients. However, while the application 
of AI in healthcare has the potentials to transform the sector, 
there are ethical considerations that must be adhered to 
by healthcare providers and AI developers in order to 
protect patients. These ethical considerations include: data 
privacy and protection, bias and fairness, transparency 
and accountability, autonomy and informed consent of the 
patient. Failure to consider these ethical considerations 
gives rise to legal and ethical implications and questions on 
the safety of patients vis-à-vis AI application in healthcare. 

Furthermore, although there are diverse emerging AI 
technologies that are being used and applied in healthcare 
with positive results, there are still factors that pose 
challenges to the full integration of AI in healthcare. These 
challenges stem from ethical and legal challenges, issues 
surrounding the security of hardware and software utilised 
for integrating AI in healthcare, and concerns about whether 
the data of patients are actually safe with AI manufacturers 
and developers as it has been shown that there is high 
possibility of these AI systems being exposed to attacks 
that can violate trained medical datasets. Nevertheless, the 
transformative power of AI in healthcare systems cannot 
be denied. In order to achieve the full potentials of AI in 
healthcare, it has been suggested that legal and ethical 
frameworks for accessing and handling patients’ medical 
data must be constantly reviewed, updated, and tightened. 
Healthcare practitioners and physicians must also be 
trained in the mechanisms and operations of AI algorithms 
so as to inform mutual trust between them and patients 
on AI-assisted care. More policies, laws, regulations, and 
regulatory agencies must also be created to further establish 
and engender standards in the industry. 
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